MASS MANAGE RESPONSIBLY

SARBANES-OXLEY & ARG

User Account Password Reset Console with Delegated Management provides your delegated
users with a fully audited and delegated way to reset your domain account
passwords/account flags via any web browser.

Sarbanes-Oxley sections 302 and 404 require maintaining internal controls to ensure that
data is available only to the individuals who require access to the data and give proof that
these controls are effective. Furthermore, deficiencies of the internal controls must be identi-
fied and their weaknesses corrected.

User Account Password Reset Console with Delegated Management helps maintain SOX
compliancy by providing the following controls:

* Domain Administrators must grant control to a group of users to allow that group the
ability to reset a user account’s password and other account flags.

e Ensures users can continue working in the event they cannot remember their
passwords.

* Does not require delegation (changing permissions) in Active Directory to work.

¢ Does not display any unnecessary information regarding user accounts or Active
Directory to the delegate using the tool.

¢ Network Communications can be secured using any level of SSL encryption.

e Every action of the tool including logon attempt and password recovery is logged
within the tool and can only be accessed by administrators or other defined groups
from within the tool.

¢ Notify Administrators when passwords are reset.

o Notify Administrators that passwords are due to expire.

o Notify Administrators of stale accounts.

e |\/ee ks of Work Cut Down to Seconds
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