
Mass Manage Efficiently
USER MANAGER PRO 

ADD-ONS

RANDOM PASSWORD GENERATOR
in coordination with User Manager Pro,  automatically updates every built-in 
administrator account with a unique complex password.

Schedule a Demo Certification

PASSWORD RECOVERY CONSOLE
enables web based access to passwords stored by User 
Manager Pro.

Random Password Generator stores all passwords in a password-protected 
database.  An administrator can easily retrieve them if he/she needs to use 
the built-in administrator account to gain access to a system that would 
otherwise be inaccessible.

Most administrators configure all of their workstations with the same 
built-in administrator account name and password.  This practice creates a 
huge vulnerability where a malicious individual could discover the 
common password, log on to one system locally with the account, and 
have administrative access to every other system with the same common 
administrator name and password - perhaps even all computers in the 
organization.  

Random Password Generator, in coordination with User Manager Pro, 
simplifies this process, giving an administrator the ability to schedule 
account updates on every system and set the built-in administrator 
account’s passwords in compliance with their organization’s security policy.  

Features:

Control granted by Domain Administrators to a group of users to 
allow that group the ability to recover passwords set by User 
Manager Pro with Random Password Generator for a group of 
systems that exist in User Manager Pro.

Enable administrators to assign responsibility for recovery of 
particular accounts or groups of accounts to appropriate 
employees.

Delegate the recovery of passwords with a Web Console while 
providing a comprehensive audit trail.

Password Recovery Console provides you with the ability to search 
for and retrieve the current local built-in administrator passwords 
(you control which machine passwords are stored for retrieval) for 
any of your systems managed by User Manager Pro.  

Password Recovery Console allows any authorized user with a web 
browser to retrieve the last refreshed status of your workstations 
managed by User Manager Pro.  

This add-on is ideal for help desks that need to obtain the status 
and credentials necessary to boot a system in Safe Mode.

allows administrators to view which accounts have access to 
which files and folders in a single view from multiple 
machines.  

Features:
Get a consolidated view of all permissions of all files and all 
folders across all systems.

Create a customized report showing who has access to what 
files and what folders.

Edit permissions to files and folders to guarantee correct access.
This feature will help you maintain all government regulatory 
requirements.

NTFS PERMISSIONS REPORTING
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The generated random passwords use letters, numbers and punctuation.  Passwords can have up to 14 characters for Windows NT and up 
to 127 characters for Windows 2000 and higher.  This complexity, combined with scheduled password changes on a frequent basis, makes 
brute force cracking of the accounts infeasible.


