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1. Introduction

The recent outbreak of the W32/Mydoom@MM virus has been causing havoc due to its
clever social engineering as well as the slight delay in time before virus protection was
available. Using User Manager Pro® from Lieberman Software you can quickly discover and
remove this threat.

The virus also is known under the following names:
Novarg (F-Secure), W32.Novarg. A@mm (Symantec), Win32.Mydoom.A (CA), Win32/Shimg
(CA), WORM_MIMAIL.R (Trend).

Click and|herelfor a description of the virus.

2. Background

[User Manager Prolhas many features used in the day-to-day mass management of Windows
NT, 2000, XP and Server 2003 systems. We will be using a small subset of User Manager
Pro’s functionality to perform the following tasks (manual virus removal):

¢ Find infected machines by looking for an entry created by the virus.

e Use the Cratering function within User Manager Pro to disable the executable
components of the virus by modifying their ACLs (Access Control Lists). This serves
to disablethe virus and inhibit further infection. More details on this technique can be
found here.

¢ Removal of Registry keys/values associated with the virus.

e Reboot infected systems.

User Manager Pro also has the ability to push a prepackaged virus removal executable via
this “Push/Run” feature. In that case you would:
¢ Find infected machines by looking for an entry created by the virus.
e Push/Run a fix program provided by one of many anti-virus vendors to all of the
systems.
e Reboot all systems later if necessary.
e Prepare a post fix report after the fixes have run.

There are advantages and disadvantages of using the “Push/Run”. There is less work for
you to do, but the fix program does not attempt to correct damage done to the registry by the
virus, only remove bad entries. There is also the potential problem that the Scheduler
Service in your remote systems may not be running or configured correctly to take remote
jobs (not likely, but possible).

On the other hand, the fix program does remove the requirement of a reboot and can
potentially take less time. The fix program also scans all files and removes infected files on
your system. You can also mix the techniques so that the fix program is run and the User
Manager Program can be used to verify the repair has taken place and the appropriate
registry areas can be fixed via the REGEDIT file push feature in User Manager Pro.
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3. Finding Infected Machines

All infected machines will have an entry in the keys:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

For the value:
TaskMon = %SysDir%\taskmon.exe

User Manager Pro can prepare a report of all machines that have this value indicating that
they are infected. This information can be distributed to your team as an HTML report and the
information can be used to create a list for repair (steps covered in this paper).

We assume that you have used User Manager Pro previously and have created a list of
machines to scan for the virus. If you have never used the product before, please here
for information that will assist you in getting started:

1) Start User Manager Pro.
2) Activate an existing group of systems or create a new group and populate it with
systems. Details are in the previously mentioned|li -or contact us for assistance at

|_sales@lanicu.com|

3) Highlight all the machines to test for the virus infection:

4) Click the “Get Info” button. L *‘
5) Select the Registry Reporting area and the Run key.

0 Walues in & registy key
Base: |HKE'Y_LOCAL_MACHINE | T Include Subkeps
F.ey: Isu:uftware"-.miu:ru:usu:uft"-.winu:l-:uws'x-:urrentversiu:un'xrun j
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6) Click on the “Report” button. Wait for the information to be retrieved (this will take a little
time).
7) After the report appears, click on the “Name” header to sort by value name.

Syztem | Hame | Type | " alue

8) Scroll through the list looking for any entries in the “Name” field with the name:
“TaskMon”. Highlight only these entries (if any) using CTRL+Left Mouse Click or any
other selection method you like.

If you have no entries with the “TaskMon” value, none of the scanned machines have the
virus and you can close the program.

Syztem | Mame | Type | Walue

SLIM Roulette Tray Monitor REG 52 CHPROGRA™1 \Houlette\R ouletteTray
BOC Schedulingfgqent REG 57 rstinit. exe Jogan

DEWNT&WEST |Schedulingfgent REG 57 rstinit. exe Jogan

Iw/LLEOD Storagelsuard REG 57 "C:WProgram Files\WERITAS Software®
JAMEY2 Storagelsuard REG 57 "C:WProgram Files\VERITAS Software’
LORI Storageluard REG 52 "'C:vProgram Files\VERITAS Software’
SCROSS StoragelGuard REG 52 "'C:\Program Files"WERITAS Software’
SLIM Storagelsuard REG 57 "C:WProgram Files\WERITAS Software’
STEWE Storagelsuard [ REG 57 "C:WProgram Files\WERITAS Software®
LALIRS SunlavallpdateSched ™ REG 52 C:hProgram Filesh avahjzrel. 4.2 034bi
SLIM Surl avallpdateSched REG 52 C.\Program Filesh avatiZrel. 4.2 0340
EDC SyztemT ray REG 52 SyzTrap.Exe

DEWMT&WEST | SysternTray REG 57 SpsTray.Exe

SALESOT REG 57 I

I LLEOD TCRemotedgent REG 52 "g:\Program Files'dutomated GANT est]

JOTHAM TCRemotedgent REG 52 "'C.\Program Files'Automated Q40T estl
Iw/ILLEOD TkBelExe REG 57 "'C:vPragram FileshComman FileshHealy
JAMEY2 TkBellExe REG 57 "C:vPragram FileshComman FileshHBealy
LORI TkBellE xe REG 57 "C:vProgram Filest Common FileshRealy
MICE, TkBellE =e REG 57 "C:vProgram FilestCommon FileshBealy
PaT TkEBellExe REG 52 "'C:vProgram FilestCammon FileshBealy
RANDY TkBelExe REG 57 "'C:vPragram FileshComman FileshHealy
BRAD WirusScan Online REG 57 "e\PROGRA™ \meafes combweohme
CHAMMORN WirugS can Online REG 57 "cA\PROGRA™ \mcafes combwsome
Iw/LLEOD WirugS can Online REG 57 "cA\PROGRA™ \mcafes combwsome
JAMEY2 WVirusScan Online REG 52 "cAPROGRA™ \mcafee. combweome

9) Click on the “Highlight Selected” button on the bottom of the dialog to record the list of
infected machines.

Highlight Selected |

This step will highlight only the infected machines on the initial machine list for the group
(they were all initially highlighted when you began).

4. Producing an Infection Report

1) To produce a report on the infected machines, click on the “Export Report” button located

at the bottom of the dialog.
E sport Report |
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2) You will then see a dialog similar to the following:

72 Report Generator x|

Expart Data Columng
Column Name
System
Name:
Tupe
Malue 1~ Limit Output to Rows with: —

™ Highlighted/Selected

~ Expart Status Columng
™ Highlighted/Selected

¥ Mo Column Headers

Enable Columns
| ¥ ’7 Al Mane

File Name
[Er\Documerts and Seftings seridhiy Dosments\Feport him .
~HReport File Output Type—————— ~ Post-Generation Action
" Comma delimited " Create Fils Only
" Tab delirited Colum &/idth & View
" Fiked width columns IZD 3: " Print
&y _Ede | € Exeoute Progam . |
Expart data from the active list contral to a C Emal .
database format or report of wour choice. ([ s g
Note: Action taken on'Visw i bassd on S
the "Open’ action for the fle exension [~ Show Dislog on Suscess

Title [only uzed for HTML reports)
IHeporl generated by User Manager Pro Edit...

Cancel
Generate Report Sawe Settings

[ Do nat clase dialog after report generation

3) Set the “Output Type” to “HTML”, set the “Post Generation Action” to “View” or “Email”
depending on where you want the output to go. If you will be using the EMAIL option, you will
need to configure the recipients list as well as the SMTP output settings. You can send the
page via the browser also.

4) If you only want to export the highlighted entries (machines with the infection), check the
box: “Limit Output to Rows with Highlight”.
Click on the “Generate Report” button.

| Generate Report I

5) After a few moments you will either generate the report (picture on next page is to
demonstrate the output format, not actual data):
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Report generated by User Manager Pro ] 5
Run Date /Time: 1/28/2004 12:27:46 PM LlEbEl‘lﬂﬂl‘l & ASSﬂﬂlatES

Run By: INTEL3000" Administ-ator
Machine: INTEL2Z000

Machine Group: 0

Group DescHpton:

INTEL3I000 MwCplDasmon REG_SZ|RUNDLL3IZ,EXE C\WINDOW S\ Systerm324\MeCpl Al HvStartup
INTEL3I000 nwiz REG_SZ|nwiz.exe finstall

INTEL2000 | Crnaudio REG_SZ|RunDll22 crmicnfg. cpl, CMICE]Ywnd

INTEL2000 | PRONoMgr.exe REG_SZ|<iWProgram Files\Inte\WCS\PROSet PR ONoMgr.exe
INTEL2000 | ¥-keys Programming REG_SZ|C:WProgram Filez\PIEnginearing®-keys\KKWdkApp. exe
INTEL2000 | WsO CheckTask REG_SZ2|"c:\PROGRA~1 Y mcafee, corm\vsohrncrnhdlr exe" fcheacktask
INTEL3I000 WirusScan Onlineg REG_S5Z|"c\PROGRA~1Ymcafees, comivsohrcvsshld exe"

INTEL3I000 MCAgentExe REG_SZ|c:\PROGRA~1\rmcafee, corm\agentymcagent. exe

INTEL2000 | MCUpdateExe REG_SZ|CWPROGRA~1Y\Mcafee, comiAgentmoupdate. exe
INTEL3000 type32 REG_SZ|"C:\Program Files\Microsoft IntelliType Pro\type3z. exe"
INTEL2000 | QuickTirme Taszk REG_SZ|"Ci\Prograrm Files\QuickTimelgqttask.axe" -atboottirne

5. Save List of Infected Machines

1) After the report has been generated (optional activity) and control has been returned to
the dialog that lists all of the highlighted (infected) systems, click on the “New” button
within the “Select/Highlight Systems List” area.

— Select/Highlight Syztem Listz

Connected

highlighted
ania Select |

Save

Delete

Be

2) Enter the name “Infected Mydoom” and click the “OK” button.
We can now highlight the list of infected machines by double-clicking on this name in the
list box.
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6. Pushing and Executing a Virus Removal Tool on Infected Systems —
Automated Fix Process

Click here[for a manual fix program that is available from Symantec.

To push the fix program use the following steps:

1) All machines that are to receive the fix should already be highlighted. If not, use the
previously recorded highlight list (i.e. “Infected Mydoom”).

2) Use the menu option:

Misc | Push/Run Application...

3) You will be on the “Application to Run” tab page.

4) Fill out the parameters for the application (assuming the use of the Symantec fix tool to be
located on the C: drive of targeted systems):

Application:
C:\FxNovarg.exe
Command Line Parameters:
[SILENT /EXCLUDE=M:\ /LOG=c:\FxNovarg.txt

% Push and Run Application Settings X|

Application to Run | Copy Files to Machines |

Enter the application ta run on the remote spstems. Thiz can be one of the filez copied ta the remote systems, or it can be
a file already on the zystems.

l' B =1
Command Line Parameters:

Qk I Cancel Help

5) Click on the “Copy File to Machines” tab.
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T push and Run Application Settings

Application to Bun  Copy Files ta Machines

Source File Path | [ estination File Fath |
Fath on this System of the File to be Copied [restination is the Path and Filename on Target Systems
— Substitution: File Entry

Usze %5ystem? in the path in place of the system name.

bod | Edt | Delte |
Example: \%%System®\C$4Program Files

0K I Cancel | Help |

6) You will need to provide the list of files to transfer as part of the application. After
downloading the fix file from Symantec or your preferred vendor, click on the “Add” button
to create a file copy list entry.

Use the following parameters (change these depending on your specific installation):
Path of File on Local Machine:

D:\Downloads\FxNovarg.exe
Path of File on Remote Machine(s):

\\%System%\C$\FxNovarg.exe

7) Click on the “OK” button to begin the file transfer and run process.

Note: Push and Run creates a one-time AT scheduled task on your remote systems using
the default account for the Scheduler Service (usually LocalSystem). If you wish to push and
run this type of repair file with more control and monitoring, please take a look at our[Task]
rScheduter Pro-proaram With Task Scheduler Pro you can run the fix under any account you
wish and periodically check on the job status.

Note: You can check on the success of the repair process on your remote systems by
running the registry report previously described after allowing sufficient time for the repair
process to run.

7. Locking Out (Cratering) Infected Files — Manual Fix Process

The following will allow you to disable the files that are part of the virus. By disabling the files
you will stop all virus activity after rebooting. These steps modify the Access Control Lists
(ACLs) on the virus components so that they can no longer run.
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1) Go to the menu option: “Misc | File Operations | File Lockout.”

¥ Lockout Files x|

Lockaout Files

Path on T arget Systems of Files to be Locked Out; ‘what does this da? |

Fath of File to Lockout |

— Substitutions File Entrie:
Usge ZSpstem in the path in place of the system name. Add | Edit | (T Delete
Example: W\ SyatemhCEYPragram Files Irnport List | Export List |

(1] | Cancel | Help

2) Click on the “Add” button and add the entries:
%Windir%\System32\shimgapi.dll
%Windir%\System32\taskmon.exe

These entries provide the program with the file names and locations for the virus
components. The %Windir% entry allows the program to customize the file lockout path for
each system based on the directory used by the operating system.

3) Click on the “OK” button.

4) Click on “Yes” button to confirm the cratering of the infected file. You will then see entries
in the program log confirming the modification of the virus components.

5) After completing this process, we recommend a reboot before modifying the registry.

8. Rebooting Infected Machines

1) Make sure that infected machines are still highlighted. If not, double-click on the
“Infected Mydoom” entry in the “Select/Highlight System Lists”.

2) Select the menu option: “Misc | Reboot.”

3) Insert an appropriate message/delay and click on the “Apply” button.

4) When the machine reboots, the infection should be removed and further infection should
be inhibited.
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“# Reboot Settings
Time [secands) to display Syztems which will be rebooted:
mezzage before forced reboot; I1 0 LIMDA,

kezzage to zend to spstems:

"r'our machine has been dizginfected and will reboot ir

— Options

Mote: These optionz zhould normally be left
selected.

Force machine shutdown even if applications Apply

v are running on the machine that require
confirmation to zave work in progress. Scheduls

¥ Feboot after shutdown completed Cancel

El

9. Deleting Registry Entries Added by Virus — Removing DoS Component

After your machines reboot, the registry entries previously placed by the virus will attempt to
load the virus components. Because the virus components have been locked out, they will
no longer function--clearing the way to removing the registry entries.

1) The list of infected machines should still be highlighted.
2) Click on the “Reg Edit” button.
3) Select the “Single Key/Value” radio button.
In this next section we will be removing the component that runs when you start
Windows. This component launches threads to perform a denial of service attack (DoS)
against WwWw.Sco.com. |
4) Under Key Name, set:
Action: “No Change to Key”
Key: HKEY_LOCAL_MACHINE
Subkey: Software\Microsoft\Windows\CurrentVersion\Run
5) Under Value, set:
Action: “Delete Value”
Value Type: REG_SZ
Value Name: TaskMon
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(% Single Key/value

[~ Key Name
Kep "ACUDI’\

HKE'_LOCAL_MACHINE |  Add/UpdaleKey ¢ Deletekey & NoChange taKey
Subkey

ISUflwarE\M\t:lUsuFI\Windnws\ﬁurlent\f&rsinn\ﬂun

[MWalue

Walue Type: Action
REG_5Z = ’V(‘Add;‘UpdalaValue ' Delete'alus " No Change to Valus

alue Mame:
|TaskMon
Edit Walue:

6) Click on the “Apply” button.

7) You should then see positive confirmation that this first entry has been removed. When
the operation has been completed, click on the “Reg Edit” button.
Notice that all of the previous settings are remembered. We are now going to only
change one setting for the registry hive.

8) Under Key Name, change:
Key: HKEY_USERS

9) Click on the “Apply” button.

10. Deleting Registry Entries Added by Virus — Removing Extraneous
Registry Keys

This next set of steps gets rid of some extraneous registry keys created by the virus. Make
absolutely certain that you have entered the key paths for the keys that you are about to
delete. If you leave out pieces of the path and delete the root path, not the full path as
shown, you will permanently damage your systems requiring the reinstallation of the
operating systems. Be careful!

10) The list of infected machines should still be highlighted.
11) Click on the “Reg Edit” button.
12) Select the “Single Key/Value” radio button.
13) Under Key Name, set:
Action: “Delete Key”
Key: HKEY_LOCAL_MACHINE
Subkey (must all be one line exactly as shown):
Software\Microsoft\Windows\CurrentVersion\Explore\ComDIg32\Version
14) Under Value, set:
Action: “No Change to Value”
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(% Single Key/Value

[~ Key Mame
Key: Action

HKEY_LOCAL_MACHINE - ’V © Add/UpdateKey @ DeleleFe Mo Change toKey
Subley:
|Soflware\M\closoll\Wmdows\Eulrenl\/els\on\Ekplorer\ComD\g32\\fers|on

~Walue

Walue Type; Action

REG_SZ had ’7 ) pdd/UpdateValue € DeleteYalue 8 Hio Change (o Value

Value Name:
[TaskMan
Edit Value:

15) Click on the “Apply” button.

16) You should then see positive confirmation that this first entry has been removed. When
the operation has been completed, click on the “Reg Edit” button. Notice that all of the
previous settings are remembered. We are now going to only change one setting for the
registry hive.

17) Under Key Name, change:

Key: HKEY_USERS
18) Click on the “Apply” button.

11. Fixing the Registry Entry that Modifies the Shell

This virus changes the load path for a component known as “Webcheck” that is loaded by
explorer.exe (operating system shell). You will need to restore the damaged registry area to
return your systems to their previously uninfected state.

User Manager Pro has the ability to push out a REGEDIT file containing the replacement
area of the registry to all of your systems. You can create the REGEDIT file yourself by:

1) Start REGEDIT on an uninfected machine running Windows XP or equivalent for your
environment.
2) Go to the key:

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{E6FB5E20-DE35-11CF-9C87-
00AA005127ED}\InProcServer32

3) Right click on the key and select the “Export” option. Save the file under the name:
Webcheck.reg.

The following is a Regedit export file which contains the proper entry for Windows
NT/2000/XP/ Server 2003 systems (note that the line starting with “{HKEY...” must not be
split between two lines.

REGEDIT4

[HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID{E6FB5E20-DE35-11CF-9C87-
00AA005127ED}\InProcServer32]
@=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,00,74,00,25,\
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00,5¢,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,77,00,65,00,\
62,00,63,00,68,00,65,00,63,00,6b,00,2¢,00,64,00,6¢,00,6¢,00,00,00

Note: This is the Regedit export for the default key value of:
%SystemRoot%\System32\webcheck.dll. The hex(2) is the export format for the registry
value type of REG_EXPAND_SZ. If you import this file, you should see that value and value
type in the key.

To push the corrected file to your systems:

1) Make sure that all of your infected systems are highlighted on the list.
2) Click on the “Reg Edit” button.

3) Select the “REGEDIT File” option button.

4) Enter the path to the file containing the corrected entries.

5) Click on the “Apply” button.

f* REGEDIT File
File M arne;

IE:HWebcheck.red

Modify multiple registy kepsfvalues using REGEDIT . |

filez created uzing REGEDIT program. Wiew...

12. Final Notes

User Manager Pro provides the administrator of a large group of systems the ability to detect
and surgically remove foreign content such as virus and Trojan programs. The program also
has a vast wealth of other features that we would be happy to show you.

If you have any problems using the User Manager Pro program to remove the virus, or would
like an overview of this or our other products, please feel free to contact us.

Our support staff is available to answer your technical questions whether you are a customer or not.

Voice: 800.829.6263 (USA/Canada) Voice: (01) 310.550.857 i : (01) 310.550.1152 (Worldwide)
| Web: www.lanicu.com|EmaiI support@lanicu.com

GOLD CERTIFIED
Partner
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